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THE CALIFORNIA CONSUMER PRIVACY ACT:  
COMPLIANCE AND THE HARTFORD

MID- TO LARGE-SIZE BUSINESSES

 

CALIFORNIA CONSUMER 
PRIVACY ACT (CCPA): 
AN OVERVIEW 
The CCPA, which became  

effective on January 1, 2020, 

is the nation’s broadest, most 

comprehensive consumer privacy 

and data protection legislation.  

It applies to any for-profit  

company that processes data of 

California residents and meets any 

of the following criteria:

• Annual revenues >$25M

•  Obtains personal information  

of 50,000 or more California  

residents annually

•  Derives 50%+ annual revenue  

from selling California residents’ 

personal information 

It covers any data identifying  

a single person or household,  

or capable of doing so if  

combined with additional data.

  WHY INSUREDS SHOULD CARE1

    The CCPA gives California consumers new rights 
including:

• Right to access data

• Right to opt out of data sales

• Right to deletion of data

• Private right of action for data breaches

Insureds must accommodate these new rights, via new policies and 
procedures, or incur fines and suits. Some examples of added burdens  
on insureds include:

• Privacy notice; vendor agreement revisions

• Data mapping – identifying data categories and locations

• Operationalizing data subject rights

• Access, portability

• Deletion – process to inform third parties for deletion downstream 

• Compliance program for law and regulations 

• Training specific to CCPA

• Deidentify or aggregate data (may make the insured not subject to CCPA)

• Encryption and redaction

 » Data that’s kept secure by reasonable security measures and is encrypted 
or redacted may avoid litigation under CCPA in the event of a data breach



CONTACT YOUR REPRESENTATIVE FROM THE HARTFORD  
TO LEARN MORE ABOUT COMPLYING WITH THE CCPA.

1 Based on CCPA Regulations, last modified March 11, 2020. Commentary provided by Beckage Law Firm. For more information, see Beckage.com.

This document outlines in general terms the coverages that may be afforded under a policy from The Hartford. All policies must be examined carefully to determine suitability for 
your needs and to identify any exclusions, limitations or any other terms and conditions that may specifically affect coverage. In the event of a conflict, the terms and conditions of the 
policy prevail.

All coverages described in this document may be offered by one or more of the property and casualty insurance company subsidiaries of The Hartford Financial Services Group, Inc. 
Coverage may not be available in all states or to all businesses.

The information provided in these materials is intended to be general and advisory in nature. It shall not be considered legal advice. The Hartford does not warrant that the 
implementation of any view or recommendation contained herein will: (i) result in the elimination of any unsafe conditions at your business locations or with respect to your business 
operations; or (ii) be an appropriate legal or business practice. The Hartford assumes no responsibility for the control or correction of hazards or legal compliance with respect to your 
business practices, and the views and recommendations contained herein shall not constitute our undertaking, on your behalf or for the benefit of others, to determine or warrant that 
your business premises, locations or operations are safe or healthful, or are in compliance with any law, rule or regulation. Readers seeking to resolve specific safety, legal or business 
issues or concerns related to the information provided in these materials should consult their safety consultant, attorney or business advisors. All information and representations 
herein are as of May 2020.

The Hartford® is The Hartford Financial Services Group, Inc. and its subsidiaries, including Hartford Fire Insurance Company. Its headquarters is in Hartford, CT.
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  HOW THE HARTFORD  
  COVERS THE CCPA
The following definitions in our Professional Liability 
policy cover the CCPA.

Data privacy wrongful act
• Any act, error or omission by you or a rogue 

employee that results in:

 » The improper collection, control, disclosure  
or use of nonpublic personal information*

 » A violation by the named insured of a data  
privacy law

Data privacy laws
• Any local, state, federal or foreign laws, statutes 

and regulations governing the collection, control, 
confidentiality, sharing or use of nonpublic  
personal information. 

Nonpublic personal information
Any other information of a natural person that is 
designated as private or confidential by any local,  
state, federal or foreign laws, statutes or regulations.

*  For the most privacy sensitive businesses, we’ll add an exclusion for Wrongful Collection & Use, i.e., 
businesses that handle large volumes of sensitive personal information such as digital advertising/ 
adtech, social networks, re-targeting and aggregators, child data holders, etc. 

   HOW WE CAN HELP  
   YOU COMPLY

The Hartford Cyber Center 
Our digital cyber risk management portal provides 
sample policies, research tools, cyber and privacy industry 
publications, as well as the latest cyber intelligence – free 
to policyholders. More at cybercenter.thehartford.com

Free one-hour consultation with a data 
privacy and cybersecurity attorney
Help your organization review and prioritize its privacy 
and cybersecurity strategy with help from select law firms. 
Complimentary for all policyholders of The Hartford. 
More at cybercenter.thehartford.com/breach-coach-form 

Third-party vendor contract review 
Privacy and cybersecurity legal experts will review your 
possible exposures from third-party vendors. Available 
from select law firms at a discounted rate. Your first review 
is free. More at cybercenter.thehartford.com/contract-risk 

A holistic approach to cyber risk
See our complete Cyber Services Portfolio for more on 
how we can help you enhance your cyber posture in 
accordance with the National Institute of Standards & 
Technology - Cyber Security Framework.

https://cybercenter.thehartford.com/
https://cybercenter.thehartford.com/breach-coach-form
https://s0.hfdstatic.com/sites/the_hartford/files/cyber-services-portfolio.pdf 

