
A QUICK RESPONSE 
TO A CYBER ATTACK 
HELPS LOWER COSTS 
AND GET YOUR 
BUSINESS BACK UP 
AND RUNNING.

•  Ransomware attacks are estimated to 

take place every 11 seconds by 2021 

(Learn More) 

• The average ransom demand in cases 

worked by Unit 42 incident responders 

rose 144% in 2021 to $2.2 million  

(Learn More)

•  The average ransom payment 

increased to over $233,000 in 2020 

(Learn More)

•  Ransomware attacks result in an 

average of 19 days of business 

interruption and downtime  

(Learn More)

•  The average cost of a data breach  

in 2020 was $3.86 million  

(Learn More)

•  The U.S. will account for half of all 

breached data in the world by 2023, 

when an estimated 33 billion records 

will be stolen by cybercriminals 

(Learn More)

Even the most vigilant of businesses can suffer a cyber attack with 
serious consequences. The cost goes beyond inconvenience and 
notification expenses to the very heart of a company’s reputation. 

That’s why we’ve developed response services to help businesses prevail 
through a breach, as well as prepare and protect themselves before a 
breach with our approved panel of professional third-party providers.

OUR FIRST RESPONSE: PROFESSIONAL ASSISTANCE

The Hartford has developed a panel of third-party service providers  
with deep breach response experience. We call them CyberChoice  
First Responders.SM After a breach, they can help businesses:

• Coordinate a timely and efficient response

• Comply with regulatory requirements 

• Protect the company’s brand

• Provide real identity risk solutions to their customers

The Hartford’s CyberChoice First Responders can help businesses  
round out their incident response plan, and as a customer of  
The Hartford, they’ll have the additional benefits of:

• A 24/7 cyber incident hotline based in the U.S.,  
available by phone: 800-370-0605

• Pre-negotiated rates 

• Vendor availability

The Buck’s Got Your Back®

THE HARTFORD HELPS 
BUSINESSES SURVIVE 
AND THRIVE AFTER  
A CYBER BREACH.

THE HARTFORD’S INCIDENT RESPONSE
MANAGEMENT & PROFESSIONAL LIABILITY 
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https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://www.paloaltonetworks.com/company/press/2022/ransomware-payments-hit-new-records-in-2021-as-dark-web-leaks-climbed--according-to-new-report-from-palo-alto-networks-unit-42#:~:text=The%20average%20ransom%20demand%20in,Unit%2042%20Ransomware%20Threat%20Report
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
https://www.ibm.com/security/data-breach
https://us.norton.com/internetsecurity-emerging-threats-10-facts-about-todays-cybersecurity-landscape-that-you-should-know.html
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CyberChoice First Responders is a panel of third-party service providers pre-approved to provide cyber incident 
response services. However, all parties referenced in this CyberChoice First Responders panel are provided for 
informational purposes only. References herein are not intended as a substitute for your own similar services.  
The vendors listed are non-affiliated third-party independent contractors. The Hartford assumes no responsibility for 
the content of any external websites or the control, correction or legal compliance of your cyber security measures 
or other business practices and operations, and does not warrant the performance or services of the vendors, 
even if paid for as part of the policy coverage. Notice of any claim, act, fact or circumstance to a vendor does not 
constitute notice thereof to The Hartford. Approved vendors are current as of November 2022. Panel member service 
providers can change at our discretion at any time. The Hartford has arranged for data risk management services 
for our policyholders at a discount from some third-party service providers. Such service providers are independent 
contractors and not agents of The Hartford. The Hartford does not warrant the performance of third-party service 
providers even if paid for as part of the policy coverage, and disclaims all liability with respect to use of or reliance on 
such third-party service providers.

This document outlines in general terms the coverages that may be afforded under a policy from The Hartford. All 
policies must be examined carefully to determine suitability for your needs and to identify any exclusions, limitations 
or any other terms and conditions that may specifically affect coverage. In the event of a conflict, the terms and

conditions of the policy prevail. All coverages described in this document may be offered by one or more of the 
property and casualty insurance company subsidiaries of The Hartford Financial Services Group, Inc. Coverage may not  
be available in all states or to all businesses. All information and representations herein are as of January 2023.

Certain coverages vary by state and may not be available to all businesses. All Hartford coverages and services 
described on this page may be offered by one or more of the property and casualty insurance company subsidiaries 
of The Hartford Financial Services Group, Inc. In Arizona, California, New Hampshire, Texas and Washington the insurance 
may be underwritten by Hartford Accident and Indemnity Company, Hartford Fire Insurance Company, Hartford 
Casualty Insurance Company, Hartford Lloyd’s Insurance Company, Hartford Insurance Company of the Midwest, 
Navigators Insurance Company, Navigators Specialty Insurance Company, Maxum Casualty Insurance Company, 
Maxum Indemnity Company, Trumbull Insurance Company, Twin City Fire Insurance Company, Hartford Underwriters 
Insurance Company, Property and Casualty Insurance Company of Hartford and Sentinel Insurance Company, Ltd.

The Hartford Financial Services Group, Inc., (NYSE: HIG) operates through its subsidiaries, including underwriting 
company Hartford Fire Insurance Company, under the brand name, The Hartford®, and is headquartered at One Hartford 
Plaza, Hartford, CT 06155. For additional details, please read The Hartford’s legal notice at www.TheHartford.com.
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 IMMEDIATE RESPONSE CAN HELP REDUCE LIABILITY

After a breach, it’s critical to comply with state notification requirements quickly to avoid further liability and 
damage. That can be a daunting task.

But with The Hartford, policyholders have access to top breach response partners to help them execute their 
incident response plan with all of the following services:

Legal: Breach counseling to help determine if a 
breach has occurred and to manage the breach 
response process 
• Mullen Coughlin
• Constangy, Brooks, Smith & Prophete, LLP
• McDonald Hopkins
• Marshall, Dennehey, Warner, Coleman & Goggin
• Wilson Elser, LLP
• FisherBroyles, LLP

Public Relations and Crisis Communications: 
Crisis management and public relations to help 
restore a business’s reputation
• Fleishman-Hillard, Inc.
• JadeRoq

Notification Services and Call Center: Notification 
and call center assistance to help prepare notification 
letters that comply with regulatory requirements
• Epiq
• Experian
• TransUnion
• IDX
• Kroll Associates, Inc.

Computer Forensics: Computer forensic investigators 
to determine the nature and scope of the incident
• Arete Incident Response
• Kivu Consulting, Inc.
• Palo Alto Networks, Unit 42
• Tetra Defense
• Tracepoint
• Ankura
• Kroll, Inc.
• Charles River Associates
• Stroz Friedberg
• Verizon
• Trustwave

Credit Monitoring and Identity Protection Services: 
Remediation recommendations for impacted 
individuals, such as credit monitoring and identity 
protection and restoration 
• Experian
• IDX
• Kroll Associates, Inc.
• TransUnion

LEARN MORE.
Visit TheHartford.com/cyber today.

 BRIDGING THE GAP FROM PREVENTION TO PROTECTION

The Hartford’s cybersecurity services provide a complete solution to help businesses prevent cyber risks, 
as well as take action when breaches happen. So they can avoid or reduce the business interruption that 
data breaches cause.

https://www.thehartford.com
https://www.thehartford.com/commercial-insurance-agents/resources-cyber-liability

